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SAFETY GONSULT

O SafetyConsult

 Ha pbiHke ¢ 2020 roga v B Hallen KoMaHge 6onee 10 aKCNepToB.

* Mbl OKa3blBaeM ycnyrm no obecnedyeHumo GyHKLMOHaNbHOM
6e30MacHOCTU, Knbepbe30macHOCTU M HaOEXXHOCTU B paMKax
MPOEKTOB, a TaKXXe NMoOMOoraeM Cc BHegpeHMeM MeTo4oB CUCTEMHOM
MHYXXEeHepUn

 Halla cneymanmsauma - TREHUHIM 1N MPOEeKTHa4 pa6OTy OJ14
3dKa34MKOB IO BCeEMY MNPY

« BMecTe ¢ HaMKM Bbl cMOXKeTe obecneydunTb |13 ypoBEHDb
HE3aBNCMMOCTM ayOUTOB N OLLEHOK BalLUMX MPOOYKTOB U
NnpoL,eccoB



) SAFETY CONSULT

OcHoBaTenu SafetyConsult

Oner KMpoBCKNM Mcnam BabaeB A313 beunTynnaes

PykoBoAWTEeNb HAaNpaBneHs PykoBoguTelb HamnpaBneHms f[eHepanbHbIM ONPEKTOP KOMMaHMM
KnbepbesonacHoOCTH bYHKLMOHaNbHOM 6e30MacHOCTM SafetyConsult
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L) SAFETY CONSULT

CIMCOK HAIlIUX TPEHUHI0OB

« |SO 26262 [JopoXKHble TpaHCMopTHbIe cpeacTBa — QyHKLIMOHaIbHaa 6@30MacHOCTb
« |SO 21434 [1opOXKHble TpaHCMOPTHbIe cpeacTBa — Knbepbe3onacHOCTb
* |SO 21448 [1opo>KHble TPaHCMOPTHbIE CpeacTBa — be3onacHoOCTb LeneBon GyHKLMMN

« [SO 13848 besonacHoCTb MaWwmMH — CoCcTaBHble YaCTW CUCTEM YyMNpaBneHnd, CBA3aHHble C
6e30MacHOCTbIO

« |EC 62061 be3zonacHoCTb MallnH — OyHKLIMOHaNbHag 6€30MacHOCTb COCTaBHbIX YacTeM
CUCTEM YN PaBNeHns, CBA3aHHbIX C 6€30MacHOCTbIO

« |EC 62443 Knbepbe3onacHOCTb MPOMbILLUIEHHOM aBTOMATUKMN M CUCTEM YN paBieHns

« |EC 61508 DyHKLMOHaNbHaa 6e30MnacHOCTb 3NeKTPUYeCKUX/ 3NeKTPOHHbIX/
NporpaMMmnpyeMblX 3MNEKTPOHHbIX CUCTEM, CBA3aHHbIX C 6@30MaCHOCTbIO

« |EC 61511 ®yHKUMOHaNbHaa 6e30nacHOCTb — CMcTeMbl 6€30MacHOCTM B MPOLLECCHOMN
MHOYCTPUK

« MeToabl aHann3a PyHKLUMOHATbHOM N Knbepbe3omnacHOCTU
* HaoeXXHOCTb 3NEKTPOHHbIX CUCTEM Y paBleHUs
« OCHOBblI cUCTEMHOU MHXXeHepunn (SEBoK)



[IpyuMepbl TPEHUHTOBBIX MaTepUAIOB

CDyHKLI,l/IOHaﬂbHaﬂ 6e30MacHoOCTb - 2T0
oTcyTCctBMne HeripmemnemMoro YyYpoBHA PUNCKa,
CBA3aHHOIo C OlNaCHOCTAMMWN, Bbl3BaHHbIMW
HEKOPPEKTHbIM CIDyHKLI,l/IOHaJ'IbeIM nopegeHMeEM
3ﬂeKTpOHHbIX/ AJJTEKTPNHECKUX CNCTEM

OcCTpble KPOMKMK
M oetanu
SKCTepbepa

HewncnpaBHOCTU
KOHTpoOnepa

1

Henpremnembiii
puvick

paHuua
[ornycTMMoro
pucka

Mpvemnemsii
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3HaunTenbHoe NpeBbilleHVe
[OMNYyCTUMOro YPOBHA puUcka
- HY>XHO MHOXXECTBO Mep

\ YpoB€eHb
pucka Cuctema "HemHoro"
HebesonacHa n TpebytoTcA

"HebonbLUKE" Mepbl

6esonacHocTn

\4

6e3onacHoCcTH
Cuctema 6e3onacHa u
Mepbl 6€30MacHOCTU He
TpebytoTcA
Y
CobbiTne 1 - CobbiTne 2 -
MoTop Ha MoTop Ha
HU3KMX BbICOKUX
obopTax obopTax

CobbiThe 3 - CobbiTne 4 -
MoTop MoTop
pa6oTaet BO3ropaeTceA
HEKOHTPONINPYEMO

[MpunMep cnanga U3 TpeHWHra
no ctaHgapty ISO 26262



S5 SAFETY CONSULT

Kakyro IpOeKTHYIO pab0Ty MBI BbIIIOTHSIEM ¢

« OnpepgeneHme cucteMbl (TPeBOBaAHMA M apPXUTEKTYPA)

« AHa/M3 onacHocTen/yrpos 1 oLeHKa PUCKOB

« OnpepeneHue Lenem 6e3onacHocT U kKnbepbesonacHocTu SIL/ASIL/CAL/PL
« OyYHKUMOHaNbHAA M TeEXHMYECKaa KoHLUenuma 6e€30mnacHoOCTU

*  AHanm3 6e30MacHOCTUN N KNbepbe3onacHOCTU (AHaNM3 BMOOB U NOCNeACTBMM OTKA30B,
dpeBo HencnpaBHocTeW, peBo yrpo3s)

« OnpepeneHuve n paspaboTka MeXaHM3MOB 6e30MacHOCTU U Mep 3aWwmnTbl (LOPA, Bowtie)
« [lporpamMmMHasa 1 annapaTHaga apxmTeKTypa 1 TpeboBaHMAa NO MexaHM3MaM 6e30MacHOCTMU
*  AHANIN3 HAOEXXHOCTU M OLUEHKa MeTpuK Bbe3zonacHocTn, FMEDA

« AKTUBHOE yHacCTmne B Bepl/ICIDl/IKaLI,l/Il/I N UCMbITaHNAX CUCTEM BE30MacHOCTU C pa3pa60TKoM
MNaaHa M METOOUK UCMbITAaHUM

« PaboTa c 6e30MacHOCTbO CUCTEM Ha Tanax MNPpom3BOAOCTBa, SKCIJ1lyaTauni, TO, cepBHnCa M
CrnmMcCaHMn4



[IpriMepbl HPOEKTHBIX pabOT
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Wheels

Environment

[MpnMep MHTEPPENCHOM
anarpaMmbl CUCTEMBbI



[IpriMepbl ITPOEKTHBIX PadoT
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M = E: = = = = = =
fNo, Mﬂm&l&m% for dE val leadingto |_Severity Rationale | Sev. rati jiabil jo IL_LSG Link]
RA1 Loss of braking ~ (081~ |The vehicle moves in an urban E4 E4 We choose a maximum from exposure by duration | Loss of braking occurs when vehicle Front collision with an s3 ~ |Drivers may try to change their target c3 SG1
environment and approaches a and exposure by frequency because in this approaches a control junction. Risk of front |ahead moving vehicle at city path. Less than 90% of the average
controlled junction / pedestrian operational situation a loss of braking is frequency | collision with crossing traffic participants speed, or hitting pedestrian drivers be able to avoid harm by
crossing at a city speed and duration dependent braking process who drives on allowed traffic light signal at |at a crossing, or si changing their target path. C3
a city speed collisoson with the crossing
traffic, S3
RA2 Loss of braking ~|0S2  ~ |The vehicle moves in an urban E4 E4 E4 We choose a maximum from exposure by duration | Loss of braking occurs when vehicle Front collision with an S3 ~ | Drivers may try to change their target c3
environment and approaches and exposure by frequency because in this approaches an uncontrolled junction. Risk |ahead moving vehicle at city path. Less than 90% of the average
an uncontrolled junction / operational situation a loss of braking is frequency | of front collision with crossing traffic speed, or hitting pedestrian drivers be able to avoid harm by
pedestrian crossing at a city and duration dependent braking process participants at a city speed at a crossing, or side changing their target path. C3
collisoson with the crossing
traffic, S3
RA3 Loss of braking ~|083  ~ |The vehicle moves in an urban E4 E4 E4 We choose a maximum from exposure by duration | Loss of braking occurs when vehicle Side collision with an s3 ~ |Uncontollable by drivers. Less than c3
environment and approaches a and exposure by frequency because in this a controlled junction and opposite traffic at a city 90% of the average drivers be able to
controlled junction at a city operational situation a loss of braking is frequency |intends to tum. Risk of unintended vehicle |speed, or hitting pedestrians avoid harm by changing their target
speed and want to tum to right and duration dependent braking process lateral motion and collision with crossing | on the ahead crossing, S3 path. C3
or left side traffic participants at a city speed.
RA4 Loss of braking ~ (0S4  ~ |The vehicle moves in an urban E4 E4 E4 We choose a maximum from exposure by duration | Loss of braking occurs when vehicle Side collision with an Ss3 ~ |Uncontollable by drivers. Less than c3
‘environment and approaches and exposure by frequency because in this approaches a uncontrolled junction and opposite traffic at a city 90% of the average drivers be able to
an uncontrolled junction at a city operational situation a loss of braking is frequency |intends to tum. Risk of unintended vehicle |speed, or hitting pedestrians avoid harm by changing their target
speed and want to tum to right and duration dependent braking process Inmlmwwﬁmmmm on the ahead crossing, S3 path. C3
or left side traffic participants at a
RA5 Loss of braking ~ [0S6  ~ |The vehicle approaches a E2 E4 E4 We choose a maximum from exposure by duration Lucdmwoownmmovwdo Front collision at a very low S1 -mimmmmmm-amy c3
parking area and exposure by frequency because in this approaches a parking area. Rukofoois-on speed, S1 steering available. C3
operational situation a loss of braking is frequency |with other traffic participants
and duration dependent braking process ma:v«y—m
RAB Loss of braking ~ (0S8  ~ |The vehicle moves in an urban E3 E4 E4 We choose a maximum from exposure by duration | Loss of braking occurs when vehicle Front collision with braking S3 ~ |Less than 90% of the average drivers
environment at a city speed and andmwmbthwlcybewuemmn approaches a braking vehicle on an urban |vehicle at a city speed, S3 be able to avoid harm by changing
an obstacle or a car situation a loss of braking is frequency |road. Risk of collision with the braking their target path due to high-density
that is braking and duration ndent braki vehicle at a city speed traffic in an urban environment. C3
RA7 Loss of braking ~|0S11  ~ | The vehicle moves on a E3 E4 E4 We choose a maximum from exposure by duration | Loss of braking occurs when vehicle Front collision with braking S3 ~ |Less than 90% of the average drivers
highway at a highway speed and exposure by frequency because in this approaches a braking vehicle on a highway |vehicle at a highway speed, be able to avoid harm by changing
and approaches an obstacle or operational situation a loss of braking s frequency |at a high-density traffic. Risk of collision  |S3 their target path due to high-density
a car that is braking and duration dependent braking process with the braking vehicle at a highway speed traffic. C3
RAB Loss of braking ~ |0S17 ~ |The vehicle exits a highway E2 E4 E4 We choose a maximum from exposure by duration | Loss of braking occurs when vehicle exits a | Front collision with vehicles S3 ~ |Uncontollable by drivers. Less than
and exposure by frequency because in this highway. Risk of frontrear collision with  |and stationery objects at a 90% of the average drivers be able to
operational situation a loss of braking is frequency |other vehicles and stationary objects ata | highway speed, S3 avoid harm. C3
and duration dependent braki highway speed
RA9 Loss of braking ~|0819 + |The vehicle moves on a wet E2 E2 E2 We choose a maximum from exposure by duration | Loss of braking occurs when the driver fully |Front collision at a medium 83 ~ |Uncontollable by drivers. Less than c3
normal road and the driver fully and exposure by frequency because in this presses a brake pedal during a wet normal |speed, S3 90% of the average drivers be able to
presses a brake pedal (to the situation a loss of braking is frequency |road driving. Risk of front collision with avoid harm. C3
floor) that is a hard and duration dependent braking process other traffic participants at a medium speed
RA10 Loss of braking ~|0821 ~ |The vehicle moves on a normal E2 E2 E2 We choose a maximum from exposure by duration | Loss of braking occurs when the front Front collision with obstacle s3 ~ |Uncontollable by drivers. Less than c3 B SG1
straight road and the front and exposure by frequency because in this collision threat is detected on a normal road |in a normal road at a 90% of the average drivers be able to
collision threat is detected operational situation a loss of braking is frequency | driving. Risk of collision with unexpected medium speed, S3 avoid harm. C3
(EMERGENCY BRAKING) and duration ndent braki obstacle_at the medium speed
RA1M Loss of braking ~ [0S22 ~ |The vehicle is stopped at a E2 E3 E3 We choose a maximum from exposure by duration | Loss of braking occurs when vehicle is Rear collision with a vehicle S2 ~ | The driver may not notice the rolling c3 B SG1
traffic light on a mild gradient and exposure by frequency because in this stopped at a traffic light on urban mild behind at a low speed, S2 of the vehicle. Less than 90% of the
urban road (uphill) operational situation a loss of braking is frequency |gradient road (uphill). Risk of rear collision average drivers be able to avoid harm
and duration dependent braking process with other vehicles at a very low speed. by pressing the brake pedal or
acceleration pedal. C3
RA12 Loss of braking ~|0823 ~ |The vehicle is stopped at a E2 E3 E3 We choose a maximum from exposure by duration | Loss of braking occurs when vehicle is Front collision at a low 82 ~ |More then 99% of the average drivers c3 B SG1
traffic light on a mild gradient and exposure by frequency because in this stopped at a traffic light on urban mild speed, S2 are able to avoid harm by pressing
urban road (downhill) operational situation a loss of braking is gradient road Risk of front the brake pedal. C1
and duration dependent braking process collision with other vehicles at a low speed.
RA13 Excessive braking ~|081  ~ |The vehicle moves in an urban E4 E4 E4 We choose a from by duration braking occurs when vehicle Rear collision at a city s3 ~ | The driver behind can manage the c2 [5 sG2
a mdupownby!nqmymmnlnmh approaches a control junction. Risk of rear |speed, S3 by keeping a distance and

and
controlled junction / pedestrian
crossing at a city speed

operational situation an excessive braking is
Mmcyuudurdondowmflmw

collision with vehicle that drives behind at a
city speed

applying brakes quickly. C2

[MoMep OLEeHKM PUCKOB



) SAFETY CONSULT

[IpriMepbl IPOEKTHBIX Pa00T

E_BS
FSR 4.3.1 (QM)
EBS shall request the HMI

System to display the
parking brake malfunction

FSR 4.2.1 (ASIL D)

The EBS shall disable

warning parking brake function
FSR4.15.2 (ASIL D) Degradation concept
EBS
The LV Power system shall
T e transmit to the EBS detected Warning concept
HMI System - errors information
FSR 4.3.2 (QM) FSR 4.3 (QM) FSR 4.2 (ASIL D)

HMI System shall switch
on the red parking brake
warning light on the
dashboard

TBD - to be determined
DS - Drivetrain system

Parking brake malfunction " .
warning shall be displayed The parking brake function

to the driver shall be disabled

LV Power system

B FSR 4.1.5.1 (ASIL D)
FSR 4.1.5 (ASIL D) ( N N

FERATLIL ST . FSR 4.1.4 (ASIL D) / [EmELE the HMI System soreen
Undemanded parking L L )
The EBS errors shallbe < | brake activation shallbe —— | E
The EBS shall have self- [€ | detected avoided Incorrect signal from the :Ds

diagnostics to detect errors)

EBS

SAFETY GOAL 4 (ASIL D)

Prevent undemanded
parking brake activation for|
more than 100 ms

FSR 4.1.1 (ASIL D)

FSR 4.1 (ASIL D)

FSR 4.1.3 (ASIL D)

The LV Power system shall
provide low voltage power
continuously

>

DCU shall be avoided

FSR 4.1.2.1 (ASIL B(D))

FSR 4.1.2 (ASIL D)

N\

The LV Power system have
self-diagnostics to detect
errors

LV Power system & J - J
FSR 4.1.4.2 (ASIL D) Ve ~ -
Parking brake fault PEIY BEleEu
The DCU shall transmit to 9 information is displayed

the EBS detected errors

FSR 4.1.4.1 (ASIL D)

Faults occurs in the
EPH, EBS, DS

The fault is detected
within less TBD ms

Fault information is
reported to the EBS

>

The EBS disables
parking brake function
within less TBD ms

The parking brake
function is disabled
- this is SAFE STATE

information is reported to >

to the driver on the HMI

The DCU shall detect the
errors

The EBS shall receive
transmitted errors
information

The EPH shall have self-
diagnostics to detect errors|

The EPH errors shall be
detected

Ds

EPH

FSR 4.1.2.2 (ASIL B(D)) FSR 4.1.3.2 (ASIL D)

The EPH shall transmit to
the EBS detected errors
information

The EBS shall receive
itted errors
from the EPH

FSR 4.1.3.1 (ASIL D)

FSR 4.1.2.3 (ASIL B(D))

The EBS shall receive
EPH . transmitted errors EBS
The EBS shall detect EPH s information from the DCU

errors

MprMep PYyHKLMOHANbHOM
KOHLLenunm 6e3onacHoCTU




Pa3zoBad
KOHCYNbTaLums

»3500

3a KOHCYTI bTaLMOHHbIM Yac

v/ TMepBas KOHCyNbTaLMs As Bac

abcontoTHO BecnnaTHo

v/ Yno6Has onums npu ecnu Tpebyiotes
eaAnHMYHbIe PaboTbl

v/ Bce KOHCynbTaLmm MoryT 6biTb
3anmcaHbl BaMy C Liefbio AaflbHenwero

MNCNosib3oBaHUA

lleHbI Ha HAIlTU YCIIYT'U

[lakeT
KOHCYNbTaunm

»5000

3a 4ac MPOEKTHbIX PaboT

v/ Pa3Mep MUHUMaNbHOro NakeTa yCnyr -

10 yacos

v/ TMakeT gencreuTeneH 30 CYTOK Ha4mHas
CO AHSA MOKYMKM

v/ Yacbl BHYTPW NakeTa MOryT 6biTb
MCMONb30BaHbl 4715 ONaThl KOHCYNLTaLMM

I NHbIX yCnyr
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TPEeHUNHIU U
obyuyeHme

» 16500

3a 4YeJj1oBeKa B EHb

V CKknaku anga KOPMopaTUBHbIX KTMEHTOB

M 6oNbLLMIA rpynn

v/ CopepKnMoe TpeHUHIra MOXHO MMBKO
NOMeHATb Mo Bac

v loynnbl 0o 12 yenosek ansd
obecnedeHusa nyywen adpbeKTMBHOCTA

obyyeHus
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Bcerna Ha CBA3U

SafetyConsult noMoXxeM BaM pa306paTbca B BOMpocax 6e30MmacHoOCTH,
HaOEeXXHOCTU N CUCTEMHOM UHXXEHEePUU, 0OOUTLCA CYLLLEeCTBEHHbIX Pe3Yy/IbTaTOB B
3TUX 061aCTAX 3HAHUM, @ TaKXKEe MOMOXKET MUHUMU3NPOBATb BPEMA U PecypChl,

3aTpaydmMBaeMble Ha KaxKObl MNpoekKT!

[lepexogunTe Ha Hall caunT safetyconsult.tech nnm HanMwmMTe HaM Ha Hally MNMo4yTy

consulting@safetyconsult.tech 4yTob6bl y3HaTb 6oMbLUE O 6@30MaCHOCTU U Hallew

KOMMaHNKA

3a6poHUpoBaTb 6ecnjiaTHbIX 3BOHOK MPSMO cenyac



https://www.safetyconsult.tech/
mailto:consulting@safetyconsult.tech
https://safetyconsult.tech/consultation/

